
 

 Reporting Requirements  

      for Cleared Personnel

    
What You Need to Know When You Have a Need-to-Know 



Required Reporting 

The National Industrial Security Program Operating Manual (NISPOM) is the 

authority for managing classified information in businesses that have contracts 

with the federal government. 

 

The NISPOM states that cleared personnel are required to report the following: 

 

• Espionage, Sabotage, Terrorism, or Subversive Activities 

• Adverse Information 

• Suspicious Contacts  

• Change in Status (change in name, citizenship) 

• Citizenship by Naturalization (for foreign nationals) 

• Loss, Compromise or Suspected Compromise of Classified Information  



Espionage 

 

 

The practice of spying or of using spies, typically by 

governments, to obtain political, military or technical 

information 

 



Sabotage 

 

Deliberately destroy, damage, or obstruct 

(something), especially for political, military or 

business advantage 

 



Terrorism 

 

 

 

The use of violence and intimidation in the 

pursuit of political aims 

 



Subversive Activities 

 

 

Attempts to damage or weaken the power and 

authority of (an established system or 

institution), especially gradually or insidiously 

 



Adverse Information* 
 

Any information that adversely reflects on the      

integrity or character of a cleared employee,    

that suggests that his or her ability to safeguard 

classified information may be impaired, or that 

his or her access to classified information clearly 

may not be in the interest of national security 

 
*A more detailed discussion of this topic can be found in the brief, “Reporting Adverse 

Information” found in the employee portal.  



Suspicious Contacts 

• Efforts by anyone, regardless of nationality, to 

gain unauthorized access to classified 

information 

• Any contact with foreign intelligence officers 

• Contact that suggests attempted exploitation of a 

cleared employee by foreign intelligence 

officers   



Change in Personal Status 

 

Marital 

 

 

 

 

Name 

 

 

 

Residence 

 

 

 

Citizenship 

 

 

Additionally, if you have special access  (SCI/SAP*): 

SCI/SAP – Sensitive Compartmented Information/Special Access Programs 



Citizenship by Naturalization 

Naturalization is the process by which U.S. 

citizenship is granted to a foreign citizen or 

national after he or she fulfills the 

requirements established by Congress in the 

Immigration and Nationality Act (INA).  

 



Loss or Compromise of Classified Information 

Loss of Classified Information – information that 

cannot be located within a reasonable period of 

time 

 

Compromise of Classified Information – information 

that has been accessed by an unauthorized person 

 

Suspected Compromise of Classified Information – 

information that has been left unattended  

 



Foreign Travel 

 

 

Additionally, all RED-INC employees are 

required to report foreign travel, whether for 

business or pleasure. 

 



Questions 

 

If you have questions regarding your reporting 

requirements, contact the RED-INC Facility 

Security Officer, Valerie James: 

 

valerie.james@red-inc.us 

301-737-4361 ext. 23 
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