Security Links Page
A

Active Shooter Incidents Study (FBI) Overview:

http://www.fbi.gov/news/stori es/2014/september/fbi-rel eases-study-on-acti ve-shooter-
i nci dents/fbi -rel eases-study-on-acti ve-shooter-incidents

Active Shooter Incidents Study (FBI) (full 47-page study):

http://www.fbi.gov/news/stori es/2014/september/f bi-rel eases-study-on-active-shooter-
i nci dents/pdf s/a-study-of -active-shooter-i nci dents-i n-the-u.s.-between-2000-and-2013

Adjudicative Desk Reference (Guidelines used to determine the granting of a security clearance):

http://www.dhra.mil/perserec/adr/ADR Version 4.pdf

Antiterrorism Training (click on “Non-CAC Users’ if you don't have, and don’t want to, create
an account):

https://jkodirect.jten.mil/Atlas2/faces/page/l ogin/L ogin.seam

Arizona Counterterrorism Information Center (ACTIC) Video:

http://www.azactic.qov/Video/

B

Basic Guide to Information Security:

http://www.cdse.edu/documents/cdse/basi c-qui de-i nfo-security-job-ai d.pdf

Bureau of Industry & Security (Export Administration Regulations):

http://www.bis.doc.gov/index.htm

C

Chairman of the Joint Chiefs of Staff (CJCS) Self Help Guide to Anti-terrorism

http://www.dtic.mil/cjcs directives/cdata/unlimit/g5260.pdf

Counterintelligence & Counterterrorism News:

http://cicentre.com/

Customizable Security Guide:

http://www.dhra.mil/perserec/osg/home.htm




D

Defense Information Systems Agency (DISA) Online Training Catal og:

http://iase.disa.mil/eta/online-catal og.html

Defense Intelligence Agency (DIA):

http://www.dia.mil/

Defense Office of Hearings and Appeals (DOHA):
Thisisthe office that adjudicates difficult security clearance cases. There' salot of information on this website. To get started, click “Claims
Program” to read redacted decisions.

http://www.dod.mil/dodgc/doha/

Defense Security Service (DSS):

http://www.dss.mil/index.html

Department of Defense (DOD):

http://www.defense.gov/

Department of State (DOS):

www.state.gov
The D* I* C*E* M* A*N Homepage:

http://www.raysemko.com/

Director of National Intelligence (DNI)

http://www.dni.gov/#

Disaster Response:

http://www.ready.gov/

Disaster Preparedness (How to Assemble a Disaster Preparedness Kit):

https://www.fema.gov/media-library/assets/videos/ 73758

E

Espionage and National Security Crimes:

http://www.cdse.edu/documents/cdse/ci-j obai dseri es-understandi ngespi onage. pdf

Espionage Cases:

http://www.dhra.mil/perserec/espi onagecases/index.html




F

Federal Bureau of Investigations (FBI):

www.fbi.gov

FBI Active Shooter Video (6 min):

http://www.fbi.gov/about-us/ci rg/acti ve-shooter-and-mass-casual ty-incidents/run-hide-fight-video

FBI Stories:

https://www.fbi.gov/news/stories

G

Global Trends 2030:

http://www.dni.gov/files’”documents/Global Trends 2030.pdf

H

Homeland Security (DHS):

www.dhs.gov
DHS Active Shooter: What Y ou Can Do Video Course (45 min):

http://emilms.fema.gov/I S907/index.htm

Insider Threat Awareness:

http://cdsetrain.dtic.mil/itawareness/index.htm

Intelligence Community Legal Reference Book:

http://www.fas.ord/irp/dni/legal -2012.pdf

Immigrations & Customs Enforcement (ICE):

http://www.ice.qgov/

Interagency OPSEC Support Staff (I0SS)*

https://www.iad.gov/ioss/index.cfm

*You will need to create an account by clicking on “ Login/Register” in the upper right corner of the website. Click on “ New Customer?” to the
right and create an account. Once you' ve created an account you will be able to sign in using your CAC for future visits.



Information Security Oversight Office (ISOO):

http://www.archives.gov/isoo/

Internet Crime Complaint Center (IC3):

http://www.ic3.gov/default.aspx

J

Justice Department:

http://www.justi ce.gov/

Vacant...please subnmit your recommendations for websites...K?
Lock Program:

http://www.navfac.navy.mil/navfac worldwide/speciaty centers/exwc/products and services/c
apital improvements/dod |ock.html

M

Maybs your recommended security-related website could fill #his spot

N

National Archives:

http://www.archives.gov/

National Counterterrorism Center:

http://www.nctc.gov/

Nationa Crime Prevention Council (NCPC):

http://www.ncpc.org/

National Security Agency (NSA):

http://www.nsa.qov/




National Security Agency’s back issues of Cryptolog (the agency’ s in-house formerly top secret
News magazine):

http://www.nsa.gov/public info/declass/cryptol ogs.shtml

National Terror Alert (click home when webpage |oads):

http://www.nationaterroral ert.com/overview/

NATO Information “Short” (video):

http://www.cdse.edu/multimedi a/shorts/nato/nato/modul e.htm

Navy Knowledge Online (NKO) (CAC required):

https://www.nko.navy.mil/

O

Office of the Director of National Intelligence:

http://www.dni.gov/index.php

OnGuardOnline;

http://www.onguardonline.gov/media/

Open e-learning Courses (no registration required):

http://train.cdse.edu/

Overseas Security Advisory Council Travel Safety Guide:

https://ssl.uh.edu/studyabroad/ OSA C%20T ravel %020Saf ety % 20Ref erence%20Gui de%20. pdf

P

PERSEREC (Defense Personnel and Security Research Center):

http://www.dhra.mil/perserec/products.html#CSG

Personnel Security for Supervisors Guide:

http://www.cdse.edu/documents/cdse/Supv_Role in PerSec.pdf

Phishing Alerts:

http://www.fraudwatchi nternati onal .com/phishing/

Posters (Security-Related):

http://www.cdse.edu/resources/posters.html




Private Sector Resource Catal og:

http://www.dhs.gov/xabout/gc 1273165166442.shtm

Q

Qugstion: is there a security-related website you'd like #o recommend?

R

Ready.gov (Disaster Preparedness)

http://www.ready.gov/

S

Security Clearance Guidebook:

http://www.cdse.edu/documents/cdse/Receive and Maint Sct Clnc.pdf

Security Shorts:

http://www.cdse.edu/shorts/index.html

Security Terms, Definitions, and Acronyms:

http://www.cdse.edu/documents/cdse/Glossary  Handbook.pdf

Security Training, Education and Professionalization Portal (STEPP) Course Catalog:
1) click on thelink below, 2) choose alink either by “Discipline” or “Delivery” 3) Click on the training you would like to complete, 3) click
“[register],” 4) choose option*

http://www.cdse.edu/catal og/index.html

* Some training provides the option to complete in STEPP or DTIC; to completein DTIC no registration is required. If you prefer to completein
STEPP, or no other option is provided, you will need to create an account to log in —click “ create a STEPP User Account under Option 1 or
click “ Create your new STEPP user account” in thelogon popup window. An account is required to access using your CAC and the processis
lengthy; unless you intend to access STEPP often it's easier to access using an account.

Socia Engineering: Concepts and Solutions:

http://www.infosectoday.com/Norwich/GI532/Social  Engineering.htm#

Sophos Security Threat Trends 2015 (Predicting what Cybersecurity will look like in 2015):

https://www.sophos.com/threat-center/mediali brary/PD Fs/other/sophos-trends-and-predi ctions-
2015.pdf

Spies 1:

https://enrol .dss.mil/courseware/quizzes/spy/




Spies 2:
https://stepp.dss.mil/courseware/quizzes/spy2/index.html

T

Targeting US Technologies Trend Report:

http://www.dss.mil/documents/ci/2015 DSS Trend Report.pdf

Trafficking in Persons Report (click on link, scroll down to “PDF Format” and click on
“Introductory Material (PDF)” to go to report:

http://www.state.gov/j/ti p/rl s/tiprpt/2014/2utm _source=NEW+RESOURCE%3A +Trafficking+in+Persons
+Report+2014& utm campaign=2014.07.16+NEW+RESOURCE%3A +Traffi cking+in+Persons+Report+
2014+& utm_ medium=email

Training Videos (Counterintelligence, Cybersecurity, PIl, Insider Threat, and others):

http://cdsetrain.dtic.mil/

Training Videos (Locks, Packaging Classified Documents, Polygraph, and others):

http://www.cdse.edu/resources/training videos.html

U

United States Code:

http://uscode.house.gov/

US Computer Emergency Readiness Team (US-CERT):

http://www.us-cert.gov/

V

Vis for Vacant...please subnit recommendations for security-related websites

W

Washington Navy Yard (WNY') Shooting DOD Internal Review:

http://www.def ense.gov/pubs/DoD-Internal -Review-of-the-WNY -Shooting-20-Nov-2013.pdf

World Factbook:

https://www.cia.gov/library/publications/the-world-factbook/i ndex.html




X marks the spot where your recommended site could reside
YOU need to submit recommendations for security-related websites

N ewZI etters:

The Clarion Project (Challenging Extremism/Promoting Dialogue):

http://www.clarionproj ect.org/#

Federation of American Scientists Secrecy News:

http://fas.org/blogs/secrecy/

Foreign Policy Magazine:

http://www.forei gnpolicy.com/

Forensicweek.com Show (Tom Mauriello on Y ouTube):

http://www.youtube.com/results?search _query=tom+mauriello& og=tom-+mauriello&gs |=youtube.3..0.62906.7575
0.0.76484.13.13.0.0.0.0.94.1046.13.13.0...0.0...1ac.1.11.youtube.gHK T3aM BGrA

Foundation for Defense of Democracies;

http://www.defenddemocracy.org/index.php

Homeland Security News and Information (copy and paste link into browser):

http://www.nationa terrora ert.com/

Homeland Security Watch:

http://www.hlswatch.com/

Polaris Project (combating human trafficking):

http://www.polarisproj ect.org/index.php

Politico:

http://www.politico.com/

Security Facts Newsletters:

http://www.navfac.navy.mil/navfac worldwide/specialty centers/exwc/products and services/c
apital improvements/dod |ock/SecurityFactsNewsletter.html




